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Improvements of Security System based on Port Logistics Information System

Gyu-Sung CHO'

(TongMyong University)

Abstract

Port logistics is an important industry that conducts the import and export functions of a company,
therefore various information pertaining to port logistics should be intensively managed. However, there
have been insufficient efforts to secure various logistics information in the port logistics industry from
external threats. So it needs to manage the port logistics information system to protect and build a security
management system for integrated logistics information. It is necessary a new system to secure various
logistics information in the port logistics industry from external threats. In this paper, we have developed a
new diagnostic system which is a information security management system (ISMS) based on the port

logistics information system to decrease

the vulnerabilities.

This suggested system can analyze

vulnerabilities of port logistics information system and show the best solutions to protect the system from

security defects.
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Index Control Area Num. of Checklist
1. Setting the Establishment & Range of Information Security Policy 2
2. Consist of the Responsibility of Board of Directors and Organizations 2
Processes of | 3. Risk Management 3
ISM 4. Suggesting the Alternatives of Information Security 2
5. Follow-up Management 3
Subtotal 12
1. Police of Information Security 6
2. Organization of Information Security 4
3. Security for Outsider 3
4. Sorting for Information Assets 3
S. Education for Information Security 4
Measures of 6. Hum'an Security >
Information 7. Physu.:al Security 9
Security 8. Security for System Development 10
9. Password Control 2
10. Access Control 14
11. Operation Security 22
12. Management for Attacking Accident 7
13. IT Disaster Recovery 3
Subtotal 92
Total 104

Source: Korea Internet & Security Agency
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[Fig. 1] Concept of Port-MIS
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[Fig. 2] Five-stage Management Procedure
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<Table 2> Requirements of Port logistics ISMS

Control Area

Main Details

1. Port Logistics Information
Security Policies

Admission and Publishing of Policies,
Maintenance of Policies

Systemization of Policies,

2. Port Logistics Information
Security Organization

Systems, Responsibilities, and Roles of an Organization

3. External Security

Definition of Port Logistics Security Requirements and External Port
Logistics Security Performance

4. Port Logistics Information Asset
Classification

Port Logistics Information Asset Recognition and Responsibilities, and
Information Asset Classification and Settlement

5. Port Logistics Information
Security Education

Education Program Establishment, Education, and Evaluation

6. Manpower Reinforcement .
Regulations

Port Logistics Information Security Responsibilities and Personnel

7. Port Logistics Physical Security Security

Port Logistics Physical Security Area, System Security and Office

8. Port Logistics System
Development Security

Analysis

and Design
Implementation and Security Transfer, Outsource Development Security

of Port Logistics Security Management,

9. Password Control

Password Policies, Password Key Management

10. Access Control

Access Control Policies, Access Authentication Management, User
Authentication and Recognition, Access Control Area

11. Port Logistics Operation Security Information

Operation  Procedures
Service Operation Security, Electronic Transaction and Port Logistics
Transmission
Management, Log Management and Monitoring

and Adjustment Management, System and

Security, Media  Security, Malware

12. Invasion Accident Management

Logistics System

Procedure and System, Solutions and Recovery, Oversight of Port

13. Port Logistics System Disaster

Port Logistics System Build, Implementation of Port Logistics Security

Recovery Measures
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<Table 3> Responsibilities of Each Roles
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1 oo

do fo oy ol Mo

Roles

Responsibilities

Senior Manager
(Wardens/heads, Vice
Wardens/vice Heads)

- Ultimate Responsibility for Performance of the Agency

- Developing Features Required for Task Completion, and Guaranteeing Effective
Application of Required Resources

- Supporting and Implementing Effective Risk Management Programs

Evaluating Results of Risk Evaluation Activities and Combining Them into

Decision-Making Processes

Information Officers,
Executives (CIO)

Responsible for Port Logistics System Plans, Budget, and Results Involving
Information Security Elements of the Agency
Decision-Making is based on Effective Risk Management Programs

Information Officers,
Executives (CISO)

Overall Responsibilities for Port Logistics ISMS Implementation (Including
Responsibilities for Risk Management and Security Programs of the Agency)
Leads the Introduction of Methodology to Recognize, Evaluate, and Minimize
Threats to Port Logistics Systems

Supporting Senior Manager for Ensuring Continuity of Activities

Security Review Committee

Composed of Senior Manager, Heads of Work System Offices within a Range,
Port Logistics Information Security Officers
Leads Port Logistics ISMS Implementation through Decision-Making

Activities
Security Officers

during Port Logistics
Supporting Port Logistics Information Officers and Work System Officers
during the Implementation Process

Settling Party Strife

Performance and Adjustment of Detailed Port Logistics ISMS Implementation

ISMS Implementation and

Work System Office Heads

Responsible for Work Operation and Decision-Making for Purchasing Port
Logistics System Required for Work

Responsibilities and Authority to Perform Decision-Making of Trade-Offs, and
to Provide Resources and Support for Deciding and Obtaining the Security
Level of Port Logistics Systems During Risk Management Processes

Work (System) Officers

and Data

Owners of Port Logistics Systems and Information
Establish Appropriate Controls for their Responsible Port Logistics Systems
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